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DOCUMENT OVERVIEW

The following document will assist in documenting the authentication scenario(s) used in the Kinetic Request implementation.

AUTHENTICATION  Overview
Kinetic Request allows authors to specify whether a request submitter should be authenticated before being able to submit a request.  By requiring authentication, a user will need to input credentials to authenticate against your AR System server.    This authentication configuration is done on a form-by-form basis to allow maximum flexibility.

In addition, each form can set different levels of permissions for access:

· Who can make changes to the form definition 

· Who can submit the form

· Who can view the submitted data

This access is controlled through the typical Remedy AR System Users/Groups configuration, and is defined when the form is created.

External Authentication

If needed, Kinetic Request can be included in many Single Sign On/External Authentication schemes for users submitting requests via the web interface.    Accomplishing this involves:

· Determining the specifications for the authentication source

· Writing Java to implement Kinetic Request’s Authentication interface

· Configuring the AR System server to recognize the authentication source (not applicable in every situation)

An external authentication integration can typically be written in approximately two weeks depending on the complexity of the integration and how it impacts other AR System configurations.

FORM AUTHENTICATION NOTES

	Catalog/Form Set
	Authentication Type
	Notes

	Example: 
Network Forms
	Standard Remedy
	They all have normal user accounts in Remedy

	Example:  
HR Forms
	None
	These will be listed on the intranet site and anyone can go to them.  They will be validated via the employee’s manager.

	Example: 
Vendor Forms
	External Authentication via Vendor Portal
	Tim Techno has the specs for this.  They have a web service that authenticates user and stores some sort of session identifier.

	
	
	

	
	
	

	
	
	


REMEDY AUTHENTICATION NOTES

It’s a good idea to document how users are currently authenticated in Remedy for later reference during form design.

Items to consider:

· Is “Guest Access” configured on the Remedy server?  This allows users to authenticate in without a Remedy user account, by providing only a login name. 

· Do all of your users exist in the Remedy User form for authentication?

· Do all of your users exist in some type of employee lookup form (such as SHR:People) to retrieve contact and other information?

· Should new users be identified and created in Remedy as needed?  This has an impact on AR System licensing depending on whether users will have a write license. 

.

	Item
	Notes

	Example: Passwords
	Stored in LDAP.  Remedy uses blank password/AREA integration

	Example:

Users
	User table in Remedy only has IT Remedy Users.  Employees are stored in SHR:People, but not all have user accounts.

	
	

	
	

	
	


Sample Login Page

This page was created with Kinetic Request.  Any requests to a service item that requires authentication are redirected to this login page.  The user is then authenticated against the AR System by default.  
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